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1. System Overview

D2C OPs is a full-stack enterprise service operations platform built for D2C Telcare to manage IT
operations across 8 client business processes. It replaces fragmented spreadsheets and email chains
with a unified, role-controlled operations hub.

Core Capabilities
» Real-time incident management with severity tracking and email escalation
» Downtime logging with automated resolution notifications
« Shift handover management between operations teams
* Ticket tracking across incident, change, access, and report types
» Approval workflows for change and access requests
» Automation rule engine with scheduled and threshold-based triggers
* On-call schedule management
 Al-powered incident root cause analysis (OpenAl GPT-40)
* Audit logging of all user actions
* Reporting dashboards
* Client-facing notification system

Supported Client Processes

Process Description

Ignite Client business process — Ignite
Sunking Client business process — Sunking
RDG Client business process — RDG
MobiHive Client business process — MobiHive
Momo Client business process — Momo
Sanlam Client business process — Sanlam
MBA Client business process — MBA
Muzanu Client business process — Muzanu
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Platform Overview — Dashboard

Dashboard . ¢ Aa @
@ch telca re.

Welcome back, Amos .
Ignite process — Saturday, May 9
a 12 = 4
6 Sev 1 active
88 Dashboard
« 16
Event
Active Incidents View all -
Ignite APl Gateway Timeout Sev1 open
Sunking API Gateway Timeout Sev1 open

MobiHive API G Ti t ol
Amos Matknba obiHive ateway Timeou Sev1 pen
Sanlam API Gateway Timeout Sev1 open

Figure 1.1 — Dashboard showing stat cards (Open Incidents, Open Tickets, Events Today) and Active Incidents table

Dashboard ¢ A @
edZCtelcare.

() 9
88 Dashboard ‘
Active Incidents View all —~
Ignite API Gateway Timeout Sev1 open
Sunking API Gateway Timeout Sev 1 open
MobiHive APl Gateway Timeout Sev 1 open
Sanlam API Gateway Timeout Sev1 open
MBA API Gateway Timeout Sev1 open

Amos Matimba Muzanu API Gateway Timeout Sev 1 open Q
> Ignite Database Replication Lag Sev 2 n progre

Figure 1.2 — Dashboard scrolled view showing the full Active Incidents table with severity and status badges

2. Architecture

The platform follows a standard three-tier architecture:
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|React Frontend (Port 3000) <--> Express/Node.js API (Port 4000) <--> MySQL Database |

Frontend
A single-page React application. All routing is client-side. Private routes are protected by JWT token
presence in localStorage. A Zustand auth store persists user session and role.

Backend

A RESTful Express.js APl written in TypeScript. Every route group is isolated in its own router file.
Authentication middleware validates the JWT on every protected request. Process isolation is enforced at
the query level — all data reads are scoped to the authenticated user's process _id.

Database
MySQL managed through Knex.js migrations. Eight migrations bring the schema from baseline to
production state. A seed file populates processes, users, and test data.

Background Worker

A polling worker runs every 60 seconds inside the server process. It evaluates escalation rules, fires
threshold-based automation actions, and sends unattended-incident reminder emails (30-minute cutoff,
fires once per incident using a reminder_sent_at flag).

Email
Nodemailer with Gmail SMTP using a lazy singleton transporter (connection pool, maxConnections: 5). All
bulk notifications use Promise.all() for parallel delivery.

3. Technology Stack

Frontend Framework React 18 + TypeScript

Build Tool Vite

Styling Tailwind CSS (custom design tokens)
State Management Zustand (persisted to localStorage)
Routing React Router v6

Backend Framework Express.js + TypeScript

Database ORM Knex.js

Database MySQL 8

Authentication JWT (jsonwebtoken) — HS256
Password Hashing bcryptjs
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Email Nodemailer + Gmail SMTP (STARTTLS port 587)
Al Insights OpenAl GPT-4o (falls back to local regex analysis)
Runtime Node.js 18+

Design Tokens (Tailwind Custom Colours)

bg-navy #042C53 Sidebar, primary text, buttons
bg-teal #0F6ES6 Primary action buttons
bg-teal-light #1DOE75 Hover states

bg-amber #BA7517 Medium severity, warnings
bg-danger #A32D2D High severity, errors

4. Database Schema & Migrations

The database is named d2c_ops. Knex manages versioned migrations.

Migration History

001_initial_schema.js - . .
Base schema — processes, users, incidents, downtime_events, tickets,

notifications, approvals, automation_rules, escalation chains, handovers,
on_call_schedules, audit_log, activity_log

002_notifications_direction.js Adds direction column to notifications (ops_to_client)
003_super_admin_role.js Adds super_admin role enum value to users

004 _verification_codes.js Creates verification_codes table for OTP flows
005_escalation_executions.js Creates escalation_executions table to track tier firings
006_handover_time.js Adds handover_time column to handovers
007_ticket_description.js Adds description column to tickets

R Il el Adds reminder_sent_at (TIMESTAMP NULL) to incidents for 30-min

unattended email
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Core Tables

processes
One row per client business process. All data is scoped to a process_id.

users
Platform users. Columns: id, email, name, password_hash, role, process_id, is_active.

incidents
id, process _id, title, description, severity (1-4), status (open / in_progress / resolved), assigned_to,
opened_at, resolved_at, rca, reminder_sent_at.

downtime_events
id, process_id, incident_id (nullable), started_at, ended_at, services_affected (JSON array), impact_level
(low / medium / high).

tickets
id, process _id, title, description, type (incident / change / access / report), status (open / in_progress /
closed), assigned_to, created_at.

approvals
id, process _id, type, title, submitted_by, reviewed_by, status (pending / approved / rejected),
submitted_at, reviewed_at.

handovers
id, process_id, submitted_by, recipient_id, shift, handover_time, open_incidents, actions_taken, notes,
acknowledged_at.

audit_log
Immutable record of every create/update/delete action: user_id, process_id, action, entity_type, entity_id,

created_at.

verification_codes
OTP codes for registration and password reset: email, code, purpose, expires_at, used.

5. Role-Based Access Control

Six roles are defined. Each role inherits the permissions of all roles below it plus its own additions.

viewer Read-only access to all module data within their process
operator + Create & update incidents, submit handovers, create tickets
manager + Approve requests, manage automation rules, export data
admin + Manage users, delete records
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super_admin + View all processes (cross-process access, no process filter applied)

client View data, receive and send notifications to the ops team

User Management

User Management ¢ AQ @
@ch telcare
[
2 All Users v
Name Email Role Process Joined
Amos Matimba admin@d2ctelcare.com Super_admin Ignite
Ignite Admin admin.ignite@d2ctelcare.com Admin gnite

Sunking Admin

n.sunking@d2ctelcare.com Admin

RDG Admin admin.rdg@d2ctelcare.con Admin RDG
MobiHive Admin admin.mobihive@d2ctelcare.con Admin MobiHive
Momo Admin amosmatimba7 @gmail.com Admin Mom
Sanlam Admin admin.sanlam@d2c Admin Sanlam
2 e MBA Admin admin.mba@d2ctelcare.con Admin MBA
Muzanu Admin admin.muzanu@d2ctelcare.corm Admin Muzanu

Amos Matimba
Ignite Operator ops.ignite@d2ctelcare.com Operator

Figure 5.1 — User Management list showing all users with name, email, role badge, process, and join date

User Management ¢ AQ @
@ch telcare.
2 All Users ~ + Add User
All Users i Email Role Process Joined

® Super Admins

admin@d2ctelcare.com Super_admin Ignite
® Admins

admin.ignite@d2ctelcare.com Admin gnite
® Managers
® Operators admin.sunking@d2ctelcare.com Admin Sunking
® Clients i e.com Admin

Viewers

admin.mobihive@d2ctelcare.con Admin MobiHive
Momo Admin amosmatimba7 @gmail.com Admin Momo
Sanlam Admin admin.sanlam@d2ctelcare.cor Admin Sanlar
MBA Admin a@d2ctelcare.com Admin MBA
Muzanu Admin admin.muzanu@d2ctelcare.con Admin Muzanu

Amos Matimba
Ignite Operator ops.ignite@d2ctelcare.com Operator gnite

Figure 5.2 — User Management with role filter dropdown showing all role categories and counts
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User Management ° & 0 @
edZCtelcare.
€ Back to Users
RDG Admin « Admin
& admin.rdg@d2ctelcare.com
A P
0 4 8 May 2026
Viewer
Operator
Account Details Manager
Admi
8 RDG Adrmin
‘ Client
= admin.rdg@d2ctelcare.com
— ( Admin V]
A Users ( % cancel |
0 Admin

Amos Matimba
RDG

Figure 5.3 — User profile page with role edit dropdown (Viewer, Operator, Manager, Admin, Client)

6. Module Reference

D2C OPs consists of 14 modules accessible from the navigation sidebar.

6.1 Dashboard — Route: / — Access: All roles

The landing page after login. Displays stat cards at the top: Open Incidents, Open Tickets, and Events
Today. Below the stats is a live table of active (non-resolved) incidents with severity badges, status,
assignee, and time-open. Admins and super_admins see data aggregated across all processes.
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Dashboard

@ch telca re.

Welcome back, Amos

Ignite process — Saturday, May 9

6 Sev 1 active

88 Dashboard

Active Incidents

Ignite API Gateway Timeout Sev1
Sunking API Gateway Timeout Sev1
N MobiHive API Gateway Timeout Sev1
Sanlam APl Gateway Timeout Sev1

open

open
open

Figure 6.1a — Dashboard showing Open Incidents (12, 6 Sev 1 active), Open Tickets (4), Events Today (16) and Active Incidents

table

Dashboard

@dzc telca re.

88 Dashboard

Active Incidents

Ignite API Gateway Timeout Sev 1
Sunking API Gateway Timeout Sev 1
MobiHive API Gateway Timeout Sev 1
Sanlam API Gateway Timeout Sev 1
MBA API Gateway Timeout Sev 1
Amos Matimba Muzanu AP| Gateway Timeout Sev 1
Ignite Database Replication Lag Sev 2

a 12 = 1

)

Figure 6.1b — Dashboard scrolled view showing the full Active Incidents table with Sev 1 and Sev 2 badges

6.2 Incidents — Route: /incidents — Access: operator, manager, admin
The core module. Incidents have three statuses: open, in_progress, resolved. Severity runs from Sev 1

(Critical) to Sev 4 (Low).
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Incident Workflow
» Operator or manager creates an incident — all process users receive a New Incident email.

* A manager assigns the incident — the assignee receives a personal Assigned to You email.
» The incident is marked In Progress — all process users receive an In Progress email.

« If the incident stays open and unassigned for 30 minutes, the background worker sends a
singleUnattended reminder email.

* The incident is resolved — all process users receive a Resolved email with duration.

Incident Management ° ¢ o @
ed2c telcare‘

Title Severity Status Assignee Opened
Momo Payment Gateway Down Sev1 resolved Momo Operator
Momo Airtime Top-Up Service Outage Sev1 resolved Momao Operator

A Incidents Momo Mobile App Login Failure Sev2 resolved Momo Manager

Downtim: Momo Payment Gateway Down Sev1 resolved Momo Operator

Momo Payment Gateway Down Sev1 resolved e
Ignite API Gateway Timeout Sev1 open Ignite Manager
Sunking API Gateway Timeout Sev1 open
RDG API Gateway Timeout Sev1 resolved RDG Manager
MobiHive API Gateway Timeout Sev1 open

Amos Matimba
Momo API Gateway Timeout Sev1 resolved

Figure 6.2a — Incident Management list: Sev 1 (red) and Sev 2 (amber) badges, resolved (green) and open status

Incident Management ¢ AQ @
edzc telca l'e. Sunking Database Replication Lag Sev2 n progre: Sunking Operator
RDG Database Replication Lag Sev2 resolved RDG Operator
MobiHive Database Replication Lag Sev2 n progre: MobiHive Operator
Momo Database Replication Lag Sev2 resolved
yashboard Sanlam Database Replication Lag Sev2 n progres Sanlam Operator
Incidents MBA Database Replication Lag Sev2 n progre MBA Operator
Muzanu Database Replication Lag Sev2 n progre: Muzanu Operator
Ignite SSL Certificate Renewed Sev4 resolved
Sunking SSL Certificate Renewed Sev4 resolved
RDG SSL Certificate Renewed Sev4 resolved
MobiHive SSL Certificate Renewed Sev4 resolved —
Momo SSL Certificate Renewed Sev4 resolved

Amos Matimba
Sanlam SSL Certificate Renewed Sev4 resolved —

Figure 6.2b — Incidents list continued: Sev 2 in progress and Sev 4 resolved entries
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Incident Management

edZCtelcare

. Momo Airtime Top-Up Service Outage Sev1
Momo Mobile App Login Failure Sev2
Momo Payment Gateway Down Sev1
Momo Payment Gateway Down Sev1
Ignite API Gateway Timeout Sev1
& Incidents
Sunking APl Gateway Timeout Sev1
RDG API Gateway Timeout Sev1
MobiHive APl Gateway Timeout Sev1
Momo API Gateway Timeout Sev1
Sanlam API Gateway Timeout Sev1
MBA API Gateway Timeout Sev1
Amos Matimba Muzanu AP| Gateway Timeout Sev1
Ignite Database Replication Lag Sev 2

resolved

resolved

resolved

resolved

open

open

resolved

open

resolved

open

open

open

in progress

Momo Operator

Momo Manager

Momo Operator

Ignite Manager

RDG Manager

Ignite Operator

Figure 6.2c — Incidents list compact sidebar mode showing cross-process incidents

Incident Detail Modal

¢« o @

4h ago

Each incident card is clickable. The detail modal allows editing the description inline, changing the
assignee, adding Root Cause Analysis (RCA), and transitioning the status.

Incident #133

Sev1 resolved

RDG API Gateway Timeout

DESCRIPTION

Upstream service not responding within SLA threshold.

ASSIGN TO

RDG Manager (manager)

Figure 6.2d — Incident detail modal (Incident #133 — RDG API| Gateway Timeout, resolved)

D2C Telcare | May 2026 | D2C OPs Platform — Internal Use Only

Page 11



D2C OPs — Enterprise Service Operations Platform Technical Documentation | Confidential

Incident #145

Sev1 open

MBA API Gateway Timeout

DESCRIPTION

Upstream service not responding within SLA threshold.

ASSIGN TO

Unassigned

I ~
Mark In Progress |

ROOT CAUSE ANALYSIS (OPTIONAL)

Figure 6.2e — Incident detail modal (Incident #145 — MBA AP| Gateway Timeout, open) showing Mark In Progress, Resolve, and
RCA textarea

6.3 Downtime — Route: /downtime — Access: operator, manager, admin
Logs service outage events. Fields: Start time, Services Affected (JSON array), Impact Level (low /
medium / high). When logged, managers and admins receive a Downtime Reported email. When ended,
they receive a Downtime Resolved email with duration.

B Downtime Tracking . ¢ A @
d2Ctelcare. Standalone 5/9(2026, 120em d Payment Gateway, Checkout API Ended
= medium yment Gateway, Checkout N
6:26:11 AM e ! “
5/9/2026,
Standalone 6/1é41 A'M -126m medium Log Downtime Event Ended
2
Standalone Z/;é;izi'M -12em medium Log Downtime Event Ended
5/9/2026,
Standalone 5_/4;00 i 1h 59m low Ongoing
© Downtime Standalone Zjﬁ)%ziyhﬂ 2h em medium Payment Gateway, Checkout AP| Ongoing  (Ei]
5/9/2026,
Standalone 5/4; & i 2h 1m high Ongoing
5/9/2026, Primary gateway recovered after vendor patched DNS misconfiguration
Standalone 352:51 AM “220m medium Backup processor failover held for 47 minutes Ended
/9,
Standalone ;4‘;25()922’\/‘ -12em high Payment Gateway, Checkout API A

Amos Matimba
5/8/2026, -
Standalone 6./04'11 PM -12em high USSD Gateway, Airtime AP| Ended @

Figure 6.3 — Downtime Tracking page showing impact level badges (low, medium, high), Ongoing rows with End button, and Ended
rows
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6.4 Ticketing — Route: /tickets — Access: operator and above
Four ticket types: Incident, Change, Access, Report. Three statuses: open, in_progress, closed. Supports

status filter tabs and assignee selection.

Ticketing

# Title

edZCtelcare.

testing

tseting

testing

Payment vendor unreachable — escalate to vendor support
Investigate auth service token expiry misconfiguration

23 Tickets

Payment vendor unreachable — escalate to vendor support

server momo down

Amos Matimba

Type

report

change

incident

incident

incident

incident

Status

open

open

open

closed

closed

closed

Assignee

+ New Ticket

Created

Figure 6.4 — Ticketing page showing all ticket types (incident, access, change, report) with status badges (open, closed) and filter

tabs

6.5 Approvals — Route: /approvals — Access: manager, admin

Approval requests for change or access actions. Statuses: pending, approved, rejected. Submitters
receive an email when decided; managers/admins receive email when a new request is pending.

Approvals

adZCtelcare.

testing

rejected

testing

[ Approvals

testing

approved
Amos Matimba Ll

Failover to backup payment processor

o ¢ Qo @
+ Request Approval
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Figure 6.5 — Approvals page showing pending requests with approve/reject buttons, and rejected/approved entries below

6.6 Shift Handovers — Route: /handovers — Access: operator and above
Shift handover records between team members. When submitted, the recipient receives a handover
email.

When acknowledged, the original submitter receives a confirmation.

Shift Handovers ° ¢ @ @
ed2Ctelcare‘

1 pending handover awaiting acknowledgement

+ Submit Handover

Night Shift  Pending (— J
. CERSS——waas
Momo Manager — Momo Operator - 5/9/2026, 3:41:01 AM @ 03:42:00
OPEN INCIDENTS ACTIONS TAKEN NOTE
Momo Payment Gateway Down — Sev 1, in progress Failover to backup processor approved and actioned. —

Vendor support contacted

S  Shift Handovers Day Shift & Acknowledged

Momo Operator ~+ Momo Manager - 5/8/2026, 6:06:00 PM @ 18:06:00

TAKEN

OPEN IN

Airtime Top-Up Outage — Sev 1, in progress Vendor contacted, awaiting patch from their infra team.
Monitoring every 5 minutes

Night Shift & Acknowledged

Amos Matimba Momo Manager ~ Momo Operator - 5/8/2026, 4:56:51 PM @ 17:00:00
OPEN INCIDENTS ACTIONS TAKEN NOTES

Momo Payment Gateway Down — Sev 1, in progress Failover to backup processor approved and actioned. —

Submit Shift Handover
HANDOVER TIME
Day 07:49 AM

HANDING TO

Select operator...

OPEN INCIDENTS

ACTIONS TAKEN

| Cancel

Figure 6.6b — Submit Shift Handover modal with Shift, Handover Time, Handing To, Open Incidents, Actions Taken, and Notes
fields
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6.7 Escalations — Route: /escalations — Access: manager, admin

Manages escalation chains — named sequences of tiers that define who gets notified and when during an
unresolved incident. Each chain has a name, an optional trigger severity filter, and one or more numbered
tiers. Each tier specifies: delay in minutes, notification channel (e.g., email), and an assigned user (with
on-call fallback if no user is set).

When a new chain is created, tiers can be added with the "+ Add Tier" option. The background worker
polls every 60 seconds and fires tiers that are due. Execution history prevents duplicate firings.

Escalation Chains : ¢ AQ @

Escalation Chains
Define who gets notified and when during unresolved incidents

Sev1 Escalation

0d2c telca re.

o Ignite Operator 2o Assign
fer 0

email

° Ignite Manager 2o Assign

15 email

& Escalations

Amos Matimba @

Figure 6.7a — Escalation Chains list showing the Sev1 Escalation chain: Tier 1 (Ignite Operator, 0 min via email) and Tier 2 (Ignite
Manager, 15 min via email)

New Escalation Chain

CHAIN NAME

TRIGGER SEVERITY

[ Any severity V]

ESCALATION TIERS + Add Tier

‘ Tier1

30

— Use on-call fallback —

=

Figure 6.7b — New Escalation Chain modal showing Chain Name, Trigger Severity dropdown, and Tier 1 configuration with After
(minutes), Channels, and Assigned User fields
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6.8 Automation — Route: /automation — Access: manager, admin

Rule-based automation engine. Each rule has a name, a trigger, and an action. Rules are listed with their
execution count and an Active status badge.

Trigger types

* Severity unresolved after N minutes — fires when an incident of a specified severity remains
openbeyond a configured time threshold

» Custom trigger — configurable for other conditions

Actions
* Escalate via chain — links to an existing escalation chain which then fires its tiers

Automation Rules ° & 0 @

edzctelcare.

Momo Server down

Escalate Sev 1 after 30min

4 Automation

Nightly SLA Digest

Amos Matimba e

Figure 6.8a — Automation Rules page: Momo Server down (36 executions), Escalate Sev 1 after 30min (2 executions), Nightly SLA
Digest (0 executions) — all Active
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New Automation Rule

RULE NAME

TRIGGER

Severity unresolved after N minutes

SEVERITY AFTER (MINUTES)

Sev 1 — Critical i | 30

ACTION

[ Escalate via chain

ESCALATION CHAIN

— Select a chain —

Figure 6.8b — New Automation Rule modal: Trigger set to "Severity unresolved after N minutes", Severity = Sev 1 Critical, After = 30
min, Action = Escalate via chain

6.9 Notifications — Route: /notifications — Access: All roles

Client Notifications is the ops-to-client broadcast channel. The list displays: Direction badge (To Client),
Subject, Sent By, number of Recipients, Bounce count, and Sent At timestamp. Bounce tracking shows
how many recipients did not receive the message.

Client Notifications G AQ @

edzc telcare
D

Direction Subject Sent By Recipients Bounces Sent At
7 To Client momo outage Momo Admin 1 0
7 To Client TESTING Momo Admin 1 0
2 To Client momoserver down RDG Admin 1 1

L Notifications

f

Amos Matimba @

Figure 6.9a — Client Notifications page showing the table with Direction, Subject, Sent By, Recipients, Bounces, and Sent At
columns
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Send Client Notification

This will send an email to all client stakeholders in your process.

SUBJECT

MESSAGE

Figure 6.9b — Send Client Notification modal with Subject and Message fields, and warning: "This will send an email to all client
stakeholders in your process"”

6.10 Al Insights — Route: /ai-insights — Access: All roles

Submits incident data to OpenAl GPT-40 for root cause analysis, recommended actions, similar past
incidents, and prevention tips. Also includes an Al Assistant chat tab for general platform questions.

Al Incident Insights ¢ & EP @

ed2c telcare °

GENERATE Al INSIGHT FOR INCIDENT

Select an active incident... ¥ #* Generate Insight

@® Momo Payment Gateway Down Sev 1

® Al Insights ROOT CAUSE

The incident "Momo Payment Gateway Down" points to an API gateway or upstream service failure. Gateway timeouts (HTTP 502/503/504) in
telecom fintech environments are typically caused by one or more backend services becoming unresponsive — due to high CPU load, memory
exhaustion, database connection saturation, or a deployment that introduced a regression. In a Critical severity scenario, this likely affects a
significant portion of end-user transactions. Connection pool limits being reached, misconfigured load balancer health checks, or a cascading

failure from a dependent microservice are also common root causes.

RECOMMENDED ACTIONS

Amos Matimba

» Check the API gateway error rate and identify which specific endpoints are failing (4xx/5xx breakdown).
« Review application logs for stack traces, database connection errors, or timeout patterns in the last 30 minutes. @

« Scale up the affected service horizontally if CPU or memory is the bottleneck — add instances immediately.

« Check all downstream dependencies (database. cache, third-party APIs) for health issues.

Figure 6.10a — Al Insights: Root Cause and Recommended Actions panels for Momo Payment Gateway Down (Sev 1)
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@ch telca re.

® Allnsights

Amos Matimba

ed2Cte|care.

r

® Alnsights

Amos Matimba

Al Incident Insights °

« Check all downstream dependencies (database, cache, third-party APIs) for health issues.
« Roll back the most recent deployment if the incident started shortly after a release.
« Notify affected clients/stakeholders with an estimated resolution time and update status page.

SIMILAR PAST INCIDENTS

API timeout incidents in this environment are frequently related to:

- Database query performance degradation causing slow responses that cascade into gateway timeouts.

« Memory leaks in long-running service instances that gradually increase response times over hours.

« Third-party payment provider outages (Momo, Sanlam) causing timeout cascades in the middleware layer.
« Misconfigured auto-scaling policies that fail to spin up new instances fast enough during traffic spikes.

« Connection pool exhaustion when database connections are not properly released after use.

PREVENTION TIPS
« Implement circuit breakers on all external API calls so a single slow dependency doesn't cascade.

« Set conservative timeout limits (e.g. 5s) on all outbound API calls and handle timeout errors gracefully

« Add APM (Application Performance Monitoring) tracing to identify p95/p99 latency hotspots before they cause incidents.
« Configure autoscaling triggers at 60% CPU/memory rather than 80% to give lead time for scale-out

« Run weekly load tests against staging to surface performance regressions before production deployment.

® Momo Airtime Top-Up Service Outage Sev 1

Figure 6.10b — Al Insights: Similar Past Incidents and Prevention Tips panels

Al Incident Insights °

® Incident Analysis & Al Assistant

Hil I'm the D2C OPs Al Assistant. | can answer questions about your profile, define platform terms, and help you
understand how things work here. Try asking "What is my name?" or "What is an escalation?"

Figure 6.10c — Al Assistant tab with the D2C OPs Al Assistant chat interface

@@

Y.
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Al Incident Insights ° & Lp @

@® Incident Analysis € Al Assistant

GENERATE Al INSIGHT FOR INCIDENT

D2C Assistant
SEIEC‘ e |nCIdent ”

Hi Amos! I'm your D2C OPs assistant.

@ch telca re.

® Momo Payment Gateway Down Sev 1 You're on the Al incident insights page.

| can help you navigate, answer system

questions, do calculations, or answer
5 general questions. Try “open incidents",
® Al lInsights

9 ROOTICAUSE “what is 250 * 12, or *what can | do
The incident "Momo Payment Gateway Down" points to an API gateway or upstream service failure.{  here?”
telecom fintech environments are typically caused by one or more backend services becoming unres

exhaustion, database connection saturation, or a deployment that introduced a regression. In a Critic

significant portion of end-user transactions. Connection pool limits being reached, misconfigured loz ~ What s my name?  What can | do here?

failure from a dependent microservice are also common root causes. Open incidents ~ What is 15% of 25007

RECOMMENDED ACTIONS

Amos Matimba

+ Check the API gateway error rate and identify which specific endpoints are failing (4xx/5xx breakdown).
« Review application logs for stack traces, database connection errors, or timeout patterns in the last 30 minutes. ‘

+ Scale up the affected service horizontally if CPU or memory is the bottleneck — add instances immediately.

+ Check all downstream dependencies (database. cache, third-partv APIs) for health issues

Figure 6.10d — Al Assistant chat popup showing context-aware suggestions and quick-action prompts

6.11 On-Call — Route: /oncall — Access: manager/admin to manage; all

toview

On-Call Scheduling assigns team members to on-call duties by date. The list shows: Date, Person, Role
badge (primary / backup / escalation), and Process. The on-call schedule integrates with the escalation
engine — when a chain tier has no assigned user, the system falls back to the on-call primary for that
process on the current date.

On-Call Scheduling ¢ A @

edZCtelcare
@

Date Person Role Process
2026-05-08 Ignite Operator primary Jnite
2026-05-08 Ignite Manager backup Ignite
2026-05-08 RDG Operator primary RDG
8 oncal 2026-05-08 RDG Manager Gackin RDG
2026-05-08 RDG Admin ]l RDG
2026-05-08 Momo Operator primary Mom
2026-05-08 Momo Manager backup Momc

Amos Matimba Q

Figure 6.11a — On-Call Scheduling list showing Date, Person, Role (primary/backup/escalation badges), and Process across
multiple processes
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Add On-Call Schedule

PERSON

Select user...

ROLE

Primary

DATE

05/09/2026

N
| Coneel m

Figure 6.11b — Add On-Call Schedule modal showing Person dropdown, Role (Primary), and Date picker

6.12 Reporting — Route: /reporting — Access: manager, admin
Reporting & Export provides three report types — Incident Report, Downtime Summary, and Audit Log

Export — each with its own date range filter and independent CSV and PDF export buttons. The PDF
output is a branded D2C OPs report with a navy header bar and paginated data table.

edzctelcare.

& Reporting

Amos Matimba

Reporting & Export

¢« 2 @

Export any dataset as CSV or PDF. Use date filters to narrow the export window. Available to managers and admins.

(

Incident Report
Full export of all incidents with severity, status, assignee, and resolution
time.

mm/dd/yyyy ®

T
k |

-

mm/dd/yyyy

B Audit Log Export

Complete audit trail of every sensitive action with user and timestamp.

mm/dd/yyyy mm/dd/yyyy 5]

TS
A —
\

B Downtime Summary

All downtime events with duration, impact level, and affected services

mm/dd/yyyy =]

T

mm/dd/yyyy

Figure 6.12a — Reporting & Export page: three report cards (Incident Report, Downtime Summary, Audit Log Export) with date filters

and CSV/PDF buttons
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SEVERITY | STATUS | ASSIGNEE OPENED AT RESOLVED AT

Figure 6.12b — Generated Incident Report PDF showing ID, Process, Title, Severity, Status, Assignee, Opened At, Resolved At
columns with data from all 8 processes

6.13 Audit Log — Route: /audit-log — Access: admin, super_admin

Immutable chronological log of every action on the platform. Records who did what, to which record, and
when. Supports filtering by action type and date range.

Audit Log (& f—p @
ech telca re.
From  mm/dd/yyyy T mm/dd/yyyy
Action User Entity P Time
. Amos Matimba AT
approval.rejected approval #1
Amos Matimba 5
approval.create approval #16
Amos Matimba | #15
approval.create approval #15
B Audit Log
. . Amos Matimba 41
approval.create approval #14
ke Amos Matimba ticket #1¢
Amos Matimba ket #15
ticket.create ticke

Amos Matimba

Amos Matimba ticket.create ticket #14

Momo Manager

incident #155

Figure 6.13a — Audit Log showing 108 entries with colour-coded action badges (approval.rejected, ticket.create, etc.), user, entity,
and timestamp
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i v @ o
Audit Log C :
edZCtelcare

. Amos Matimba approval #14

approval.create

Amos Matimba G
ticket.create ticket #1¢

Amos Matimba ficlk T
ticket.create ticket #15

Amos Matimba
ticket.create o 4

. Momo Manager incident #155

B Audit Log

Momo Manager
handover. submit anag handover #9

Momo Manager #13
approval .approved approval #13

Momo Operator
approval.create

< Momo Admin Sl
Amos Matimba ticket.create ket # Q

Momo Admin

Figure 6.13b — Audit Log continued: incident.update, handover.submit, and approval.approved entries

6.14 Activity Feed — Route: /activity — Access: All roles

The Live Activity Feed is a real-time event stream that auto-refreshes every 15 seconds. Events are
displayed in the format entity — action with the acting user's name, record number, process, and a relative
timestamp. Controls include an event type filter, Pause button, and manual Refresh button.

c o 0

® Auto-refreshing every 1 Al event types (100) v Pause | | Refresh

Live Activity Feed

edZCteIcare.

X approval > rejected
« approval > create
+ approval > create
« approval > create

ticket > create

(@) Activity Feed

ticket > create
ticket > create

Amos Matimba Q

incident > update

Figure 6.14 — Live Activity Feed showing auto-refresh indicator, event type filter (100 events), Pause/Refresh buttons, and events:
approval-rejected, approval-create, ticket-create, incident-update
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7. Email Notification System

All emails are sent from "D2C OPs Platform" using a shared Nodemailer singleton transporter with Gmail
SMTP.

Performance Design
* Lazy singleton — the transporter is created once on first send, not per email.
» Connection pool — pool: true, maxConnections: 5 keeps SMTP connections alive.
* Parallel bulk sends — Promise.all() fires all emails in a batch simultaneously.
* TLS auto-detect — port 587 uses STARTTLS, port 465 uses direct TLS.

Email Event Matrix

Incident Created All process users POST /incidents
Incident Assigned Assignee only PATCH /incidents/:id — assigned_to changes
Incident Unattended All process users

Background worker — open 30+ min, no
reminder sent

Incident In Progress All process users PATCH — status — in_progress
Incident Resolved All process users PATCH — status — resolved
Downtime Reported Process managers & admins POST /downtime

Downtime Resolved Process managers & admins PATCH /downtime/:id — ended_at set
Handover Submitted Recipient POST /handovers

Handover Acknowledged Submitter PATCH /handovers/:id

Approval Submitted Managers & admins POST /approvals

Approval Decided Submitter PATCH /approvals/:id

Welcome Email New user POST /users

Password Reset OTP Requesting user POST /auth/forgot-password
Email Changed Old & new address PATCH /users/:id/email
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D2coPs
¥ Incident Resolved

HiMomo Adimin,

Email Template Example

< by Mo Mamager i 17im

Momo Mobile App Login Failure
[rer—

Figure 7.1 — Incident Resolved email: D2C OPs header, incident title, Sev 2 badge, assignee (Momo Manager), resolved in 17m

8. Authentication & Security

Registration & Login Flow
» User submits email — server generates a 6-digit OTP, stores in verification_codes, sends via email.

» User submits OTP + password — server validates OTP (15-min expiry), hashes password
withbcrypt, creates user record.

» Login — server validates credentials, issues sighed JWT containing userld, processld,
role,processSlug.

* Frontend stores JWT in localStorage under the Zustand auth store key (d2c-ops-auth).
* All API requests include Authorization: Bearer header.
« authenticate middleware validates and decodes the token on every protected route.

edzctelcare

Enterprise Service Operations

Sign in to your account

Figure 8.1 — Login page: D2C Telcare branding, Enterprise Service Operations subtitle, email/password fields, and Sign In button
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edZCteIcare

Stakeholder Registration

Figure 8.2 — Stakeholder Registration (Step 1 — Details): 3-step flow (Details — Verify — Password)

edZCtelcare

Stakeholder Registration

© veis — @ verty

Enter verification code

Figure 8.3 — Registration Step 2 (Verify): 6-digit verification code entry with Resend code option

Security Controls

Password Hashing bcrypt, salt rounds: 10

JWT Algorithm HS256, configurable via JWT_SECRET env var

Public Routes lauth/login, /auth/register, /auth/verify-code, /auth/forgot-password

Role Enforcement requireRole(...allowedRoles) middleware — returns 403 if role not in allowed list
Process Isolation All queries include process _id filter; super_admin bypasses the filter

OTP Codes Single-use (used flag) and expire after 15 minutes

9. Multi-Process (Multi-Tenant) Design

Each client business process (lgnite, Sunking, RDG, etc.) is a separate row in the processes table. Every
data table has a process_id foreign key.
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Data Isolation Rule

Every API query is filtered by process_id derived from the authenticated user's JWT. No user can read or
modify another process's data unless they hold the super_admin role.

Super Admin View
The super admin (admin@d2ctelcare.com) bypasses the process filter on all list endpoints, sees a
Process column in relevant tables, and can manage users across all processes.

Process Slug
Each process has a URL-friendly slug (e.g., momo, ignite) stored in the JWT and used for process-specific
routing and display.

10. Deployment & Setup

Prerequisites
* Node.js 18+
* MySQL 8+
* Gmail account with an App Password (for SMTP)
* OpenAl API key (optional, for Al insights)

Environment Variables (server/.env)

DATABASE URL=mysql://root:password@localhost:3306/d2c ops
JWT_SECRET=your-secret-key

SMTP_HOST=smtp.gmail.com

SMTP_PORT=587

SMTP_USER=your-gmail@gmail.com
SMTP_PASS=your-app-password OPENAI API KEY=sk-

Local Setup Steps

1 npm run install:all Install all dependencies
2 mysg -u root -p -e "CREATE DATABASE Create the database
d2c_ops;"
3 cd server && npm run migrate Run all migrations
4 npm run seed Seed processes, users, and test data
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5 npm run dev Start backend on port 4000

6 cd ../client && npm run dev Start frontend on port 3000

Production Build

Build frontend cd client && npm run build
Build backend cd server && npm run build
Start server node dist/server/src/index.js

11. Seed Data & Default Credentials

The seed file creates 8 processes and the following default accounts. Change all passwords before any
production use.

Super Admin admin@d2ctelcare.com Admin@D2C2026
Ignite Operator ops.ignite@d2ctelcare.com Operator@123
Ignite Manager mgr.ignite@d?2ctelcare.com Operator@123
Sunking Operator ops.sunking@dz2ctelcare.com Operator@123
Client Stakeholder stakeholder@ignite.com Client@123

Security notice: Change all default passwords before any production or demonstration
deployment.
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